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Or the attacker can edit the command and then send it 
to the receiver for malicious purposes. 
 

IV. PROPOSED SOLUTIONS 

During the period of experimentation, possibilities of 
preventing ARP Poisoning emerged. One possible solution is 
to encrypt all the commands. However, this way also cannot 
completely avoid the insider attacks as the insider may also 
know the encryption/decryption key(s). The other possible 
solution we came up with is to design a program which directs 
a command to a random PC so that each command cannot not 
be sent without being verified by another officer. 

 

V. CONCLUSION  

In this research work, we created a scenario of cyber attack 
on the metro system and explored the possibility of using ARP 
Poisoning. During the experiment, we have successfully 
attacked the command sender and stolen all the information 
which were sent through the network. In other words, with 
direct access to the computer and network, an insider attacker 
can easily attack the metro system, causing the subways to the 
stop and setting off a panic in many ways. Firstly, the insider 
attacker can easily fool the network by associating other 
operationally significant IP address to the insider attacker’s 
MAC address. Secondly, the insider attacker can exploit ARP 
Poisoning to intercept network traffic between two devices in 
the network, for example, one of the computers in control 
station and the router, and sniff the passwords by sending a 
malicious ARP reply to the computer.  

One possible solution is to encrypt all the commands if the 
insider attacker does not know the encryption/decryption 
key(s). The other possible solution is to design a program with 
the two-tier approval system. 
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